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[TOJIOXXEHUE
O MOpsAKE XPaHEHUs U 3aLUUTHI [IepCOHATBHBIX NaHHBLY MOJIb30BaTeNeH

1. TepMuHBI U OnpeneneHus

CaliT — COBOKYIHOCTb IPOTPaMMHBIX M allapaTHBIX cpeiacTy ans IBM, obecneumsarormumx
nyOnuKauuio juis BeeoOiuero 0603peHHs UHPOpPMAlMH H AaHHBIX, OOBEIHHEHHBIX OOIIMM
LeIeBbIM Ha3HAYCHHUEM, IIOCPEACTBOM TEXHUYECKHMX CPEICTB, IPUMEHAEMBIX A/ CBA3H MEXIY
5BM B cetu Muteprer. [Toa Cafitom B Cornamennu nonumaetcss CaiT, pacronoXeHHbIH B CETH
WuTepHeT no aapecy: http://www.rivalauto.ru

Ilonb30BaTens — MOAb30OBATEND CETH VIHTEpHET U, B YacTHOCTH, CaiiTa, UMEIOLIKI CBOKO JTHYHYIO
CTpaHuLly (IpOQUIL/aKKaYHT).

®enepanbrelit 3akoH (P3) — Denepanbubil 3akoH oT 27 urong 2006 r. Ne 152 @3 «O
TIEPCOHAIBHBIX TAHHBIXY.

Ilepconanbubie naHHple — mro0as HHOGOpPMAlMs, OTHOCAWIASCS MOPAMO MM KOCBEHHO K
ONpPEeNeTIEHHOMY HJIH ONpPENeNAeMOMY (PU3HYECKOMY ULy (CyOBEKTY MEepCOHANBHEIX NaHHBIX).

Ormepatop — OpraHu3amus, CaMOCTOSTEIBHO MIIH COBMECTHO C APYTHMH JIHIAMM OpPraHH3YIOAas
00paboTKy MepCOHaNBHBIX JAHHBIX, a TAKXKE ONpelessromas Ueiad o6paboTky MepCOHAIBHBIX
JaHHBIX, MONEKalux 00paboTke, NEHCTBHs (ONEpalyM), COBEpLIAEMBIE C IEPCOHATLHBIMU
naHHbIMH.  Onepatopom sgBngercs OOQO Toproso-3akymounas kommaHus «PaitBam,
pacIionoXeHHoe 110 agpecy: I. ExatepunOypr, yii. EJIH3aBeTI/IHCI_(O€ mocce, 28, od.25.

O6paboTka NEpCOHANBHBIX MOaHHBIX — Jr060e IelcTBHE (omepanus) MM COBOKYIIHOCTE
Ie#cTBUH (ONepaluii), COBEpIIAEMBIX C HCIIOJNb30BAHHEM CPENCTB aBTOMATHM3aLMM MIH 0e3
HCIIONIB30BAHHUS TaKHX CPEACTB C MEPCOHANBbHBIME [JaHHBIMH, BKIOYas cOOp, 3amHch,
CHCTEMATH3alMIO, HAKOIUIEHHE, XpaHEHHe, yTouHeHHe (0OHOBJICHHE, U3MEHEHHE), H3BJICUEHHUE,
HCIIONB30BaHKe, Mepenady (paclpOCTpaHEHME, MpPEeNOCTaBIEHHE, MOOCTYI), OOe3NHYMBAHUE,
6roxkupoBaHue, ynajleHue, YHHUYTOXKEHHE ePCOHANBHbBIX TaHHBIX.

ABTOMAaTH3UpOBaHHas 06paboTka epCOHaNbHBIX NaHHBIX — 06paboTKa NePCOHANBHBIX NaHHbIX
C IIOMOILBIO CPENCTB BHIYUCIUTENBHON TEXHUKH.

PacripocTpaHenne nepcOHaNbHBIX [IOAaHHBIX — [eCTBHE, HANpPABIEHHOE HA PACKPBITHE
[IEPCOHANBHBIX NaHHBIX OIpPENENeHHOMY KpYTy JHI II0 I[IPEABAPUTENBHOMY COINIACHIO, B
Clly4asx, IpelyCMOTPEHHBIX 3aKOHOM.

Ilpenocrasnenre mnepcOHaNbHBIX [aHHBIX ~  JEHCTBHUS, HalpaBieHHBIE Ha pacKpBITHE
[I€PCOHANBHBIX TAHHBIX OIPEAEICHHOMY JIULYY HIIH ONpPEIENIEHHOMY KPYTY JIHIL.

brokupoBanne nepcoHanbHBIX JaHHBIX — BPEMEHHOE IpEKpaIlEHHe 00paboTKU MepcoHaNbHBIX
JaHHEIX (32 HCKIIOYEHHEM ClyuaeB, eClIH o06paboTka  Heobxomuma s YTOUHEHHUS
MEPCOHAIBHBIX JaHHBIX).

YHHUTOXEHHE IIEPCOHAJIBHBIX HOaHHBIX — ﬂeﬁCTBHH, B pE3ynbTaTe€ KOTOPBIX CTAHOBUTCH
HEBO3MOXHBIM BOCCTaHOBUTH COIEpXXaHHUE TEPCOHAIBHEBIX < JAHHBIX B HH(bOpMaHHOHHOﬁ
CHCTEME MEPCOHANBHBIX IaHHBIX /MY B PE3YNBTATE KOTOPBIX YHHUYTOXAFOTCS MaTE€pHaJIbHBIE
HOCHUTEIIA NEPCOHAJIBHBIX NaHHBIX.



O6e3nmuynBaHue MEPCOHATBHBIX AAHHBIX — JEHCTBHS, B pE3yIbTaTeé KOTOPEIX CTaHOBHTCA
HEBO3MOXHBEIM ~ ©€3  HCIIOJb30BaHWs  JONOJHHUTENBHOM =~ HMHQOpMaluy  ONIpPENeNUTh
IPUHAIUIEXKHOCTh [IEPCOHANBHBIX JaHHBIX K KOHKPETHOMY CYOBEKTY IIEPCOHATBHBIX TaHHbIX.

Wubopmanuonnas cucrema nepcoHansublX naablx (VMCIIJH) — COBOKYNMHOCTh COACPKALIMXCS
B 6a3ax NaHHBIX [EPCOHATLHBIX JAHHBIX U 00ECIIEYHUBAIOUX UX 00paboTKy MH()OPMAMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPENICTB.

2. O01He IOJIOKEHHSI

2.1. [Tonosxxenue O MOpsIAKE XPaHEHHUS ¥ 3alIUTHI IIEPCOHANBHBIX NaHHBIX [lonb3opareneil Calita
(manee — ITonoxxeHue) pa3paboTaHo C HeIbI0 COOTIONeHUS TpeOoBaHUH 3aKOHOnaTeNbCTRa PO,
COINEpXKAIllUX IEepPCOHaIbHBIE NaHHBlE U HAeHTHOuKauuu [lonp3oBaTened, HAxXONALIMXCS Ha
Caiite.

2.2. Tlonoxenue paspabotaHo B cooTBeTcTBHU ¢ KoHcTuTynued P@, ['paxxnaHckuM KOZEKCOM
P®, nelicTByroLUM 3aKOHOAATEIHCTBOM PO B 06/1aCTH 3aIIUTEI TEPCOHATBHBIX TaHHBIX.

2.3. Tlono)xxeHue ycTaHaBIMBAET IOPSIOK 00pabOTKHM MEepCOHATBHBIX NAHHBIX [loMb30BaTenei
Calita: pefictBust 1o cOOpy, CHCTEMAaTWU3allid, HAKOIJICHWIO, XPAHEHUIO, YTOUHEHWIO
(0OHOBIEHHUIO, HU3MEHECHHUIO), YHHUTOXEHUIO IIEPCOHATBHBIX TaHHBIX.

24. TllonmoxeHue  ycraHasiHBaeT  oOs3aTenpHble It - cOTpyaHMKOB  OmepaTopa,
3amelCcTBOBaHHBIX B 06cmyxupanuu Calita, o0iue TpeGOBaHUs ¥ MpaBuia Mo paboTe CO BCEMHU
BHIAMH HOCHTeJeH MHGOpMaluM, CONEpXAallMMH IepCOHANbHBIE HaHHbIe [lonbp3oBareneit
Catita.

2.5. B Tlonoxenuy He paccMaTpHBAIOTCSI BOIPOCH! 00ecneyeHns GE30MaCHOCTH IEPCOHATBHbIX
HOaHHBIX, OTHECEHHBIX B YCTAHOBJIEHHOM IHOpSOKE K CBEICHHSAM, COCTABIISIOLIAM
roCyIapCTBEHHYIO TaliHy Poccuiickoit @enepanuy.

2.6. Uenamu ITonoxxeHus sBISIOTCS:

— obecnieuenne TpeGoBaHMH 3alMTHI NPaB ¥ CBOOOJ UENOBEKa U rpaXKIaHWHa Ipu 00paboTke
NEPCOHANBHBIX HaHHBIX, B TOM YHCJIE 3alIUTHI IIpaB Ha HEIMPUKOCHOBEHHOCTH YACTHOW KU3HHU,
JIHYHYIO B CEMEHHYIO TaltHy;

— HCKIIFOUCHHE HECAHKUMOHUPOBAHHBIX NEUCTBUH COTpYHNHUKOB OnepaTtopa U JIOOBIX TPETBUX
i 1o cOOpy, CHCTEMAaTH3allMM, HAKOIUICHHIO, XpPAHEHWI0, YTOYHEHHIO (0OHOBIEHHIO,
V3MCHEHUIO) TEPCOHANBHBIX JaHHBIX, HHBIX (OPM HE3aKOHHOIO BMEIIATENILCTBA B
MHQOPMAIMOHHEIE PeCYPChl U JIOKATbHYIO BBIYHCIUTENBHYIO ceTh Omeparopa, obecreueHue
NpaBOBOTO ¥  HOPMATHUBHOTO  pEXWUMa KOHQUICHIMAIBHOCTH  HEZOKYMEHTHPOBAHHOM
nHQopmanuu Ilonp3osarernedt CaiiTa; 3aliWTa KOHCTHTYIMOHHBIX IIpaB IPAKHaH Ha JIUYHYIO
TalHy, KOH(QUICHUWANILHOCTh CBENCHMH, COCTABIMIONIMX = MEPCOHANbHBIE IAHHEIE, W
NIPENOTBPAllICHNE BO3HUKHOBEHHS BO3MOXKHOM yrpo3e! Oe3omacuocts [Tons3osarenett Caiita.

2.7. Ilpuruuns 06paboTKH NEPCOHANBHBIX JAHHbIX

— 00paboTKa MepCOHaNBHBIX NaHHBIX JOJDKHA OCYIUECTBIATHCS HA 3aKOHHOU U CIIpaBENIUBON
OCHOBE;

— 0bpaboTKa NepCOHANBHBIX NAHHBIX IO/DKHA OTPAHWYHBATHECS NOCTMKEHHEM KOHKPETHBIX,
3apaHee OIpPENETIEHHBIX M 3aKOHHBIX ULened. He nomyckaercs o6paboTka nepcOHaIBHBIX
JaHHBIX, HECOBMECTHMaS C LEIIMH cO0pa NePCOHANBHAIX NaHHBIX,

— HE N0myCKaeTes oObeMHeHne 6a3 aHHBIX, CONEPIKAIIUX [IEPCOHANBHEIE NaHHEIe, 06paboTKa
KOTOPBIX OCYIIECTBIISETCS B LETAX, HECOBMECTUMBIX MEXIY COBOIL;

— 00paboTKe MOMNEXKAT TONBKO IEPCOHATLHBIE IAHHBIE, KOTOpPBIE OTBEYAIOT LEISIM UX
obpaboTky;



—~ coaepxaHue U o0beM 0OpabaTEIBAaEMBIX NEPCOHANBHBIX HAHHBIX NOJDKHBEI COOTBETCTBOBATH
3agBJICHHBIM LelAM 00paboTku. OOpabaTeiBaeMble NEPCOHATBHEIE NAaHHBIE HE NOJDKHBI OBITH
H30BITOYHBIMHY 10 OTHOIIEHHUIO K 3asBICHHBIM LIEIIM UX 00paboTKH;

— npu 006paboOTKe MEPCOHANBHEIX JAHHEIX TOJKHEI OBITE 00eCIeueHbl TOUHOCTD NEPCOHATBHBIX
INaHHbIX, HX AOCTATOYHOCTH, @ B HEOOXOIUMBIX CIyyYasx ¥ aKTyaIbHOCTh IO OTHOIIEHHIO K
nessiM 00paboTKY NMePCOHANTBHEBIX JAHHEIX;

—~ XpPaHCHHE NEPCOHATBHBIX HAHHBIX NOJDKHO OCYIIECTBIIATHCS HE HOJBIIE, YEM 3TOr0 Tp€6y}OT
uenu O6pa6OTKH NEpCOHAIBHBIX NaHHBIX, €CJIH CPOK XPaHEHHS IIEPCOHAILHBIX OAHHBIX HE
YCTaHOBJICH CDGJIGpZUH:HBIM 3aKOHOM, JOTOBOPOM, CTOpOHOfI KOTOPOTO SABJIACTCA HOJIB?»OB&TCJ’IB;

~ obpabaTrIBaeMBIE NIEPCOHANBHBIE JaHHBIE TOAIEKAT YHUUITOKEHUIO TUOO0 00E3THUMBAHHUIO 10
OOCTHKEHUM Lefledl 00paboTKH HIIM B Clydae yTpaThl HEOOXOAUMOCTH B NOCTHXKEHHH 3THX
neneH, ecny HHOE He MpenycMoTpeHo DenepalbHbIM 3aKOHOM.

2.8. Ycnorus 06paboTKY NEPCOHANBHBIX JaHHbIX.

2.8.1. OG6paboTka mnepcoHambHBIX AaHHEIX [lombsosareneit CaiiTa ocylmecTBiseTcs Ha
ocHoBauny ['paxnanckoro konexca PO, Koncrturyuun PO, neficTByromero 3akoHOmaTeILCTBA
P® B obnacTy 3aIUTHI IEPCOHANLHBIX JAHHEIX.

2.8.2. OGpaboTka mepCOHANbHBIX [IaHHBIX Ha CaliTe OCYIIECTBISETCS C COOMIONEHHEM
IPHHLHKIIOB ¥ NNPaBuUJI, MpenyCMOTpeHHbIX [lonoxkennem u 3axoHOgaTeNnbCTBOM PO.

OBpaboTka NepcOHaNTBHEIX JAHHBIX NOMYCKAETCS B CIEAYIOMX CIydasx:

— 0bpaboTKa IepCOHANBHBIX NaHHBIX HEoGXOmMMa IS HCIONb30Bamus Caiita, CTOPOHO#
KOTOpOro saBisgercs [10ap30BaTeb;

— 00paboTKa NMePCOHANBHEIX NaHHBIX HEOOXOIMMA IUIS 3aIUMTHl YKU3HH, 300pOBbS WM HMHBIX
KU3HECHHO BAXHBIX MHTEpecoB llonb3osarens Calita, eciiu MOIyYeHHE COTMTACKS HEBO3MOXKHO;

— 00paboTKa MepCOHANBHEIX NaHHBIX HEOOXOAMMA UIS OCYLIECTBIEHHS IpaB ¥ 3aKOHHBIX
uHTEpecos Onepatopa Wiy TPETHHX JIHL JUG0 I NOCTHXEHNS OOMECTREHHO 3HAYMMBIX Leiei
[IpH yCJIOBHH, YTO TIPH 3TOM He HApyLIArTCs npasa i cBobous! [Tonssosateneit Caiira;

= o6pa60TKa [ICPCOHATIBHBIX HOAHHBIX OCYINECTBJISETCS B CTATUCTUUYECKMX MM WHBIX
HCCIIENOBATEIBCKUX HEJIAX, 34 HCKJIIQUEHHEM O6pa6OTKH TIIEPCOHANIBHBIX IHOAaHHBIX B LEISIX
IPOABHIKCHUSA TOBApOB, pa60T, YCIYT Ha DBIHKE IYTEM OCYWIISCTBIICHUS MPSIMBIX KOHTAKTOB C
IIOTCHUHAIBHBIMHU HOTpe6HTEH5{MH C IIOMOMIBIO CPEACTB CBSI3H, 4 TAKXKE B LEJIIX [TOIUTHYECKOH
aruTaluy, IIpU YCIOBUHU 00s13aTEILHOTO obe3muurBaHus IICPCOHATBHBIX NAaHHBIX.

2.9. llenu 06paGoTky EPCOHANBHBIX JaHHbIX.

2.9.1. OOpaboTka mnepcoHaNbHEIX maHHBIX [lomb3opaTened  Caiita OCYIIECTBIISICTCS
HCKIIIOUHTENIbHO B UEIAX IpenocTasienus I1ombp30BaTesIo BO3SMOXHOCTH B3auMOIEHCTBOBATE C
Caiitom.

2.9.2. CBeneHusAMH, COCTABJISIFOLAMY IICpCOHAIBHEIC nNaHHBIe Ha Caiite, gBisercs mobas
MHOpMANK, OTHOCAINASCA K ONPERENCHHOMY WITH ONIpENEIIEMOMY Ha OCHOBAHMM TakoH
nHQOpMALHY DH3HIECKOMY JHITY (CYOBEKTY [I€PCOHATBHBIX JAHHBIX).

2.10. McTOuHHKY NOMTYYeHNS IepCOHANbHBIX NaHHbIX [10/Ib30BaTe el

2.10.1. Hcroynukom mudopManuu 060 Bcex IEPCOHANBHEIX NaHHbIX [lomp3oBarens spisercs
HEIIOCPECTBEHHO caM [Tob3oBaTens. :

2.10.2. Hcrounuxkom unbOpMaUMU o [IEPCOHAIBHBIX HaHHBIX [lonbp30BaTENs SBISIOTCA
CBENCHHA, IONYHCHHBIE BCICNCTBHE mpenocTaBienus OmepatopoM [lomb3oBatento pas
noe30BaHus CafiToM.



2.10.3. IMepconansHele naHHble [lonp30BaTeNelf OTHOCITC K KOH(QHUISHINATLHON HHQOPMAaLHH
OTPaHUYEHHOI'0 OCTYTIA.

2.10.4. Obecneyenus KOHQUISHIMAIBHOCTH IEPCOHATIBHBIX NaHHBIX HE TPEOYETCs B Cllydae HX
00e3IuunBaHus, 8 TAKXKE B OTHOIIEHUH OOIIENOCTYIHBIX IEPCOHAIBHBIX TaHHBIX.

2.10.5. Omneparop He wMeeT ImpaBa cobupaTb u oOpabaTeIBaTb NEPCOHANBHBIE NaHHBIE
[Tonp30BaTeNns O €ro pacoBOM, HAUMOHAIBHOM INPUHAIIEKHOCTH, IONHTHYECKMX B3TJIsLaX,
PEIUTHO3HBIX WX GUIOCOPCKUX YOSKISHUSX, YaCTHOM JXM3HHU, 3a HCKIIIOYEHHEM CIy4YacE,
TIPeLyCMOTPEHHEIX AeHCTBYIOMIMM 3aKOHOIATEIECTBOM.

2.10.6. Omnepatop He wuMeeT IpaBa NoaydaTb u 0OpabaTelBaTh [NEPCOHAIBHBIE IAHHBIE
[Tonmp30BaTeNs O €ro 4IEHCTBE B OOIMECTBEHHBIX OOBENUHEHMSAX WIH €ro IpodCOrO3HOH
NESTeNbHOCTH, 3a UCKITIOYEHUEM CIIy4aeB, IPeIyCMOTPeHHBIX DenepabHBIM 3aKOHOM.

2.11. Crioco6s! 06paboTKU MepCOHANBHBIX JaHHBIX.

2.11.1. TlepconaneHble nanHble [lonmpzoBaTeneit Caiita 06pabaTbIBAIOTCS HCKIIOUUTENIBHO C
UCIIOJIb30BAaHUEM CPEACTB aBTOMATU3ALIUH.

2.12. IlpaBa cy6bexToB (Ilonb30BaTeneil) NepCOHANBHEIX NaHHBIX.

2.12.1. Tlonp3oBaTens MMeEET NIpaBO Ha IonydeHue ceeneHmit 06 Omeparope, 0 MecTe €ro
HaXOXIEHHUS, O Hammuuy y OnepaTopa INEepCOHANBHBIX NAHHBIX, OTHOCSIINXCS K KOHKPETHOMY
CyOBeKTy NepCOHalbHBIX maHHbX ([lob30BaTeNio), a Tarkke Ha O3HAKOMIJIEHHE C TaKHMHU
NEPCOHANBHBIMY JaHHBIMH, 38 UCKIIOYEHUEM CIIy4aeB, MPEeLyCMOTPEHHEIX YacThio 8 cTaThh 14
DenepanbHOro 3akoHa «O MEePCOHANBHBIX AaHHBIXY.

2.12.2. Tlonb3oBaTeNs UMEET NIPaBO Ha HOIyueHue OoT Omeparopa IpH JHYHOM OOGDAINEHHH K
HeMy 1100 mpy moyyenuy OnepaTopoM NMECHMEHHOTO 3anpoca oT [1onb30BaTens Claenyrommei
vHQOpMaluy, Kacaromencs 06paboTKyu ero HepCOHANbHBIX JaHHbIX, B TOM YHCIIE COAepXKaIei:

— noaTeepKaeHue hakTa 06paboTKH NEPCOHANBHBIX JaHHBX OnepaTopoM, a TakXKe Leb TaKOH
006paboTKy;

— IIPaBOBBIE OCHOBAHUS U LENH 00paboTKH NEPCOHATBHEIX JaHHBIX

— LeNH U npuMeHseMple OnepaTopoM crocoOs! 06paGoTKy MeEPCOHAIBHBIX AaHHBIX,

— HAHMCHOBaHME W MeCTO HaxoxIeHus OmepaTopa, CBeHEHHS O Jumax (3a HCKIOYEHHEM
pabOTHHKOB OIEpaTOpa), KOTOphIE HMEIOT HOCTYN K IEPCOHANBHBIM NAHHBIM HIH KOTODPBIM
MOTYT OBITH PACKDBITEI IIEPCOHATIBHBIE TAaHHBIE HA OCHOBAHWH NOroBopa ¢ OIIepaTopoM MM Ha
ocHoBaHuH DenepanbHOro 3aKoHa;

— 0OpabaTbIBaeMble IMEPCOHANbHBIE JAaHHBIE, OTHOCSLIMECH K COOTBETCTBYIOMIEMY CYGBEKTY
NEPCOHATIbHEIX AaHHBIX, HCTOYHUK WX MOJYYEHHUS, €CIIH HHOM MOPSIOK MPeNoCTaBlIeH s TAKHX
NaHHBIX He IpenycMoTpeH DenepansHbIM 3aKOHOM;

— CpoKH 06pabOTKY NEPCOHANLHEIX JaHHEIX, B TOM YHCIIE CPOKH MX XPAHCHHS;

— TOPANOK OCYIIECTBJICHHS CyOBEKTOM IIEPCOHANBHBIX [aHHBIX IIpaB, MPENYCMOTPEHHBIX
DenepanbHBIM 3aKOHOM;

— uHpOpManHoO 00 OCYIIECTBIEHHOH WM O IIpEeNnoiaraeMoil TpaHCTpaHWYHOH Iepemayde
IaHHBIX;

— HAaNMEHOBAHHUE MM (QaMUIIMIO, UM, OTYECTBO M a[pEC JIHIA, OCYLIECTBISIONIETO 06paboTKy
IICPCOHANBHBIX NaHHBIX MO IopydeHuto OmnepaTopa, ecnu 06paboTka mopydeHa umu OymeT
TOpy4YeHa TaKOMY JIALLY; »

— HHbBIC CBEICHHUSA, NPEXyCMOTPEHHBIE DeNepanbHbIM 3aKOHOM WM APYTHMU (BefepanbHEIMU
3aKOHAMH;



— Tpe60BaTL U3MEHEHNUS], YTOUHEHNUS, YHHUTOKEHNS HHPOPMAIMK O camoM cebe;

— 00XanoBaTh HENpaBOMEpHblE AeHCTBHs WM OesneiicTBie 1o 00pabOTKe IEpCOHATBHBIX
JaHHEIX ¥ TpeOoBaTh COOTBETCTBYIOLIEH KOMIEHCALMH B CYIIE;

— Ha JIOTOJIHEHHE IIEPCOHATBHBIX JaHHBIX OLEHOYHOIO XapaKTepa 3asBJICHHEM, BBIPAKAIOIINM
€ro COOCTBEHHYIO TOUKY 3PEHHUS;

— OIPEACIIATDL HpCﬂCTaBHTeﬂeﬁ JUISL 3aIIMTEI CBOUX IIEPCOHAIBHBIX TaHHBIX,

— TpeboBate oT OmnepaTopa yBeZOMIEHUs 000 BCEX IIPOM3BENEHHBIX B HUX H3MEHEHHUIX WM
UCKIIIOYEHHUSIX U3 HUX.

2.12.3. Tlonp30BaTeb UMEET NpaBO 00XKaJIOBaTh B YIOIHOMOYEHHOM OpraHe IO 3alllUTE IIpaB
CyOBEKTOB IMEpCOHANBHBIX MaHHBIX HJIH B CyIeOHOM MOpsSAKe AeicTBus uiau Oe3neiicTue
Omnepatopa, ecnu CYHMTaeT, YTO IOCJIEOHHYM OCYIIECTBISET O0pabOTKy €ro IepCOHANBHBIX
IaHHBIX C HapymeHueM TpeOoBanudl denepaibHOro 3akoHa «O NEPCOHANBHBIX JAHHEIX» WK
HHBIM 00pa3oM HapyIlaeT ero npaea U cBOOOIEI.

2.12.4. Tlonp3oBaTeNb MEPCOHATBHEIX JaHHBIX UMEET IIPaBO Ha 3allUTy CBOUX IIPaB U 3aKOHHBIX
WHTEPECOB, B TOM YHUCJIE Ha BO3MEILIEHHE YOBITKOB U (MJIHM) KOMIEHCAIMIO MOPAJILHOTO Bpena B
cyneOHOM NOpsiiKe.

2.13. Obs3annocTH Oneparopa.

2.13.1. Ilo daxty nuuroro obpameHus 1160 IpH HOMYUEHHH MUCBMEHHOTO 3arpoca CyObeKTa
NEepCOHANBHBIX JAaHHBIX HMJIM €ro npencraButes Oneparop, Npy HATMYUK OCHOBaHUH, 00s3aH B
teyenue 30 mHeM c maTel obpaineHus OO MONY4YEeHHs! 3arnpoca CyOBEKTa MepCOHANBHEIX
NaHHBIX HJIM €ro IMPENCTAaBUTENId IMPEJOCTABUTL CBENEHHUS B 00BEMe, YCTAHOBIEHHOM
QenepalbHBIM  3aKOHOM. TakHe CBEOEHHS [HOJDKHBI OBITH IPENOCTABIEHBI CYOBEKTY
[IEPCOHANBHBIX JaHHBIX B NOCTYNHOH QopMe, U B HEX HE JODKHEI COAEPIKATHCS NMEPCOHANLHEIE
J2HHbIE, OTHOCSINMECS K IPYTUM CYOBEKTaM IIEPCOHATLHBIX JaHHBIX, 38 HCKITFOYEHUEM CIIyYaes,
€CITM UMEIOTCsl 3aKOHHBIE OCHOBAHMS IJIS1 PACKPBITUS TAaKUX [IEPCOHATBHBIX JAHHBIX.

2.13.2. Bce ofpamenus CyOBEKTOB [EPCOHANBHBIX [aHHBIX MJIM UX IPEICTaBHTENCH
peructpupywoTes B JKypHane yuera obpamenui rpaxaal (CyOBEKTOB MEPCOHANBHBIX JAHHBIX)
10 BOIIpocaM 00pabOoTKH IePCOHATTBHBIX NAHHBIX.

2.13.3. B cmyuyae oTKa3a B IPENOCTABICHWH CYOBEKTY IIEPCOHANBHBIX NAHHBIX HIH €ro
IPeOCTAaBUTENIO Npu OOpauleHny nu00 MpM TONYYeHHH 3ampoca CYObeKTa MepPCOHANBHBIX
JaHHBIX HJIK €ro IpeNCTaBHTENs WH(QOpMALUH O HANHYUH [EPCOHATBHBIX [NAHHBIX O
COOTBETCTBYIOIUEM CYOBEKTE MEPCOHANBHBIX NaHHLIX Omneparop ofs3aH NaTh B MHCHMEHHOR
GopMe MOTHBHPOBAHHEI OTBET, CONEPXALIMM CCBHUIKY Ha MOJIOXKEHHE uYacTH 8 craTeu 14
OQenepanbroro 3axkoHa «O IEPCOHANBHBIX NAHHBIX» WIH HHOTO (DEIepanbHOr0 3aKoHa,
ABJIAIOLIEECS OCHOBAHMEM [UIS TaKOro OTKas3a, B CPOK, He mpeBblmarommit 30 mHe# co mHS
oOpalieHus CyObeKTa IEPCOHANBHEIX TaHHEIX HIIH €0 IPENCTABHTENS, JIUOO0 C ATl HONYJICHHAS
3arpoca CyObeKTa IEPCOHANBHBIX NAaHHBIX WM €r0 IPEACTaBUTEIS.

2.13.4. B ciyuae nomydeHus 3ampoca OT yIOIHOMOYEHHOTO Oprafa II0 3alllkTe IpaB CyGBeKToB
IIEPCOHATIbHEIX JaHHBIX O MPEAOCTaBICHMY MHOOpMAIMHK, HEOOXOAUMOM ISl OCYIIECTBICHUS
ACATCIBHOCTH yKa3aHHOro oprana, OmepaTop 00432 COOOMINTH Takyr0 HH(GODPMALMIO B
YIIOJTHOMOY€HHBIN OpraH B TeueHue 30 mHeH ¢ AaTEl ONYYeHHs TaKOro 3aIpoca.

2.13.5. B cnyuae BEIABNIEHHS HelpaBoMepHOH o06paGoTKu NIEPCOHANIBPHBIX [NaHHBIX MU
oOpallleHuy Wi MO 3aIpocy CyOBEKTa NepCOHANBHBIX NAHHBIX MM ero NpeACTABUTENs Tu6o
YIIOJIHOMOYCHHOIO OpraHa MO 3allliTe IpaB CYOBEKTOB MEPCOHANBHBIX NaHHBIX Omnepartop
00513aH OCYIIECTBUTE OJIOKMPOBaHKE HEMPABOMEPHO 06pabaThiBAEMBIX [IEPCOHABHBIX JaHHBIX,
OTHOCAIMXCA K 3TOMY CyOBEKTy NEPCOHANBHBIX NaHHbIX, C MOMEHTa TaKOTO OBDALIEHUS HIIH
TIOJIY4CHHUS YKa3aHHOIO 3aIIpoca Ha [epUo IPOBEPKH.



2.13.6. B cinyuae BBISBICHHS HENPaBOMEpPHOH 0OpabOTKM IEPCOHATBHBIX IaHHBIX,
ocyuiecTnsemodt OnepatopoM, MOCNENHHHE B CPOK, HE IPEBBILAIOMIMA TpeX pabodunx MHEH C
JaThl 3TOrO BLISBIEHHS, 00s3aH MPEKPaTHTh HENPaBOMEPHYIO 0OpaboTKy MepCOHATbHBIX
nanHBX. O6 yCTpaHeHWH IONYIIEHHBIX HapyureHu#t Omepatop 00s3aH YBEIOMHUTh CyOBEKTa
IEPCOHANBHLIX JAHHBIX WM €ro IpeICTaBUTeNs, a B Clydae eciIH ofpalieHHe CyObheKTa
IIEpCOHAIBHBIX JaHHBIX WM €ro IPeACTaBUTENs JHOO 3aIpoc YIOJIHOMOYEHHOrO OpraHa IIo
3aIIUTE IpaB CyOBEKTOB MEPCOHATBHEIX JaHHBIX ObLTH HAIPABJIEHB! YIIOJIHOMOYEHHEIM OPTaHOM
IO 3aIIUTE [1paB CyOBEKTOB IEPCOHATIBHBIX NAHHBIX, TAKXKE YKa3aHHBIM OpraH.

2.13.7. B cmy4ae moctmxenus uenu 06paboTKu MEepCOHAIBHBIX NaHHBIX Ornepatop 00s3aH
IIPEKPaTUTh 00pabOTKy MEPCOHANBHBIX NAHHBIX U YHHUTOXHUTH NEPCOHAIBHBIE JaHHBIE B CPOK,
He mnpesblmaromui 30 pabouux mHEH ¢ AaTHl JNOCTHXXKEHHS LeNMu 006paboTKM NEPCOHAIBHBIX
INAHHBIX, €CJIM HHOE HE INPEdyCMOTPEHO OOTOBOPOM, CTOPOHOH KOTOPOrO SIBNSETCS CyOBEKT
NIEPCOHAJBHBIX TaHHBIX.

2.13.8. 3ampemaeTcss IpHHSTHE Ha OCHOBAHMM HCKIIOYUTEIBHO aBTOMATH3UPOBAHHON
00pabOTKM MEPCOHANBHBIX [NAHHBIX DPEIICHHUN, MOPOXKIAIONIMX HOPUIUUECKUE IIOCIENCTBHS B
OTHOIUEHHH CYOBEKTa EPCOHANBHBIX NAaHHBIX WM UHBIM 00pa3oM 3aTpardBarolliX ero npasa u
3aKOHHBIE UHTEPECHI.

2.14. PexxuM KOHQUICHIMATBHOCTH IEPCOHANBHBIX JaHHBIX.

2.14.1. Oneparop obecrneduBaeT KOHQUACHIHATEHOCTS U GE30MAaCHOCTD EPCOHANLHEIX JaHHEIX
p# ux 06paboTKe B COOTBETCTBUH C TPeOOBAHUSIMY 3aKOHOAATENbCTBA PD.

2.14.2. Onepatop He pacKphIBaeT TPETHUM JIHIAM M He PACIPOCTPaHSAeT NIEPCOHANBHbIE TAHHBIE
Oe3 cornacuss Ha 3TO CyOBEKTa MEPCOHANBHBIX IAHHBIX, €CIH KHOE HE MPENyCMOTPEHO
DenepalbHBIM 3aKOHOM.

2.14.3. B COOTBETCTBHY C II€pedYHEM IEPCOHAIBHBIX NAHHEIX, 0OpabaTHIBAEMBIX Ha caiiTe,
nepcoHanbHele nanHble [TonpsoBarenet Calita ABIArOTCS KOHGUACHIMATLHOM HHGOpPMALHEH.

2.14.4. Jluna, ocymecTBusiomue 06paGOTKy NEpCOHANBHBIX NAHHBIX, 00S3aHBl COBIIONATEH
TpeOOBaHUS  PETNIAMEHTHPYIOIIMX  OOKyMeHTOB  Omeparopa B  4YacTH  OOECHICUYCHHS
KOH(MAEHIMATBHOCTH U O€30IacHOCTH NEPCOHATBHBIX JaHHBIX.

3. O6paboTKa NepCoOHANBHBIX JaHHBIX
3.1. Ilepeuens ob6pabaTbiBaeMbIX NIEPCOHANLHBIX JAHHEIX [10b30BaTENElH:
— Gamunus;
— UMS;
— OTYECTBO;
— II0JT;
— JlaTa pO>KIEHUS;
— IOJKHOCTB;
— KOMIIaHUs,
— OTpacib,
— PETHOH;
— MOOHMIIBHEIH TenehoH;
— JJIEKTPOHHAas MOYTAa.

3.2. Jluna, ©MEroIIIe PaBO IOCTYNA K MePCOHATLHEIM TAHHbIM.



3.2.1. TlpaBoM noCTyma K IEPCOHANBHBIM NAHHEIM CyOBEKTOB 00NaJaroT JIMLA, HalICTeHHEIE
COOTBETCTBYIOLIUMH [TOJTHOMOUHKSIMH B COOTBETCTBHY CO CBOMMHU CIIyXKEOHBIMU 00S3aHHOCTIMH.

3.2.2. TlepeyeHr JuWIl, WMEHOUIMX JOCTYI K IEPCOHAIBHBIM [NaHHBIM, YTBEPXKIOACTCS
reHepansHbM aupexTopom Omneparopa.

3.3. [TopstmoX ¥ CpOKM XpaHEHus MepCOHaNIbHBIX JaHHBIX Ha CaliTe.

3.3.1. Oneparop OCYIIECTBIISIET TOJNBKO XpaHEHWE IIePCOHANBHBIX NaHHBIX [lonp3oBarened Ha
Caitre.

3.3.2. Cpoxm XpaHEHHs NEpCOHaIbHBIX HaHHBIX Ilomb3oBaTenedi Ha CaliTe oOnpenesneHsl
ycnoBusMH [IoIB30BAaTENBCKOTO COIVIAIIEHUS, BBOAATCA B HEHCTBUE C MOMEHTa IIPUHSTHA
(axuenta) [lonezoBaTenem naHHOTO cornamenus Ha Calite u AeHCTBYIOT IO TeX IOp, IOKa
[lone30BaTens He 3aBUT O CBOEM KEJIAaHUH YAAJIUTh CBOU IIEpCOHANbHBIE NaHHble ¢ CaliTa.

"

3.3.3. B cnyyae ynanenms naHHpix ¢ CalfiTa 1Mo WHMIMATHBE ONHON M3 CTOPOH, a HMEHHO
IIpeKpallents HCIop30Banus CaliTa, epcoHanbHble naHHbe [lomp30BaTens xpaHsTcs B 6azax
nanHbIX OrnepaTopa IATh JIET B COOTBETCTBHUHY C 3aKOHOAATENLCTBOM PO,

3.3.4. Ilo uCTeYeHUH BBIIEYKa3aHHOTO CPOKa XPaHEeHUs IEPCOHATBHBIX JAaHHBIX [I0/B30BaTENS
nepcoHanbHele naHHble Ilonp30BaTeNs yHalSIOTCS aBTOMATHUECKH 3aJaHHBIM alITOPUTMOM,
KOTOpEIA 3anmaeT Onepatop.

3.3.5. Omepatopom He Bemercs 00paboTKa MNEPCOHAIBHBIX - NaHHBIX Ilonp3oBaTeneil Ha
OyMa)KHBIX HOCUTENSX UH(DOpMALIWH.

3.4. bioxupoBaHue NEPCOHATBHBIX JaHHBIX.

3.4.1. Ilon OnOKMpOBaHHEM NEPCOHATBHBIX TAHHBIX [TOHHMAETCS BPEMEHHOE IMPEKpaIleHUE
OneparopoMm omeparuit mo ux o6paboTke 10 TpeGoBanuto 110IE30BATENS IPH BBIIBICHAM UM
HENOCTOBEPHOCTH 00pabaThIBaEMBIX CBENEHHN MWIIM HEIPaBOMEDHBIX, [0 MHEHHIO CyOBEKTa
IEPCOHANIBHEIX JaHHBIX, ZEHCTBHUH B OTHONICHHUH €r0 JaHHEIX.

3.4.2. Onepatop He TepeaeT IMepCOHabHbIC JaHHbIE TPETBUM JIHLIAM H He TOopy4YaeT o6paboTKy
INEPCOHANIBHBIX NaHHBIX CTOPOHHMM JIMIlaM M OpraHu3anusaM. IlepcoHanbHBIE HaHHBIE
[Tonb3osarenet Caiita 06pabaThiBAlOT TOIBKO COTPyAHKKH OnepaTopa (aIMEHHCTPATOPH! (a3
JaHHBIX U T. J.), IOIYIIEHHBIE YCTAHOBICHHBIM [IOPSIAKOM K 06paboTKe MEPCOHATBHBIX JAHHBIX
ITons3oBaTeseii. ‘

3.4.3. BIOKWpOBaHME INEpPCOHAIBHLIX MaHHBIX HA CaliTe OCYIIECTBISETCS HA OCHOBAHUH
MHCbMEHHOTO 3asBIIEHMUS OT CyOBeKTa IIepCOHATBHEIX NaHHBIX.

3.5. YHUUTOXEHUE NEPCOHANBHBIX TaHHBIX.

3.5.1. Ilon yHMYTOXEHMEM TMEPCOHANBHBIX NAHHBIX MOHMMAIOTCS NEHCTBHS, B DE3yIbTATE
KOTOPBIX CTaHOBUTCS HEBO3MOJKHBIM BOCCTAHOBUTH COAEPXKAHWE IIEPCOHANBHLIX JAHHBIX Ha
Cafite w/unu B pe3ymbTaTe KOTOPLIX YHHUTOKAIOTCS MATEpHAILHEIE HOCHTEIU [IEPCOHATBHBIX
JAHHBIX.

3.5.2. CyOBeKT NepCoHaNbHEIX NAaHHEBIX BIPABE B MTHCHMEHHOMN thopMe TpeOOBaTh YHUUTOKEHUSL
CBOHX IICPCOHANIBHBIX NAHHBIX B ClIydae, €CliM IIEPCOHAIbHBIE NaHHBIE SBJIAIOTCS HEMOTIHBIMHU,
YCTapeBIIUMHU, HENOCTOBEPHBIMY, HE3aKOHHO IIOJYYCHHBIMH MM HE SBISIOTCS HEOOXOIUMBIMHI
JUIst 3asIBIIEHHOM ey oOpaboTku.

3.5.3. B ciyuae OTCYTCTBHS BO3MOXKHOCTH YHHYTOXEHHS TIepCOHANBHBIX OaHHBIX OmepaTtop
OCYIIECTBJISET OJIOKMPOBaHKE TaKUX NEPCOHATBHEIX JaHHEIX.

3.5.4. YHUYTOXEHNE MTEPCOHATBHBIX JAHHBIX OCYIIECTBILIETCS [TyTEM CTHpaHus HHGOpMaIUH C
HMCIIOJIB30BAHMEM  CEPTU(HUMPOBAHHOTO MPOTPAMMHOIO OOECIEUeHrs C TapaHTHPOBAHHBIM



YHUYTOXKEHUEM (B COOTBETCTBHU C 3afaHHBIMH XapakTEpUCTHKaMH [JIg YCTaHOBJIEHHOTO
IPOrPaMMHOT0 0BECTIEUeH S C rapaHTHPOBAHHBIM YHUUTOXEHHEM).

4. CucreMa 3aIlUThl IEPCOHAIIBHBIX JaHHBIX
4.1. Mepsl 110 ofecneueHm0 0€30IIaCHOCTH IEPCOHATBHEBIX JaHHBIX IIPH UX 06pabOoTKE.

4.1.1. Omepatop mpu 06pabOTKe NEepPCOHANBHBIX AHHBIX 0053aH IIPUHHMAaTh HEOOXOIMMEIE
IIpaBOBBIE, OPraHU3allMOHHBIE U TEXHHUYECKHE MEpBl MM OOeCneduBaTh KX MNPUHATHE I
3AIIMTHl IIEPCOHAIBHBIX NAHHBIX OT HENPAaBOMEPHOIO MM CIy4alHOro [OOCTyna K HHM,
YHUYTOXXEHUS, U3MEHEHHs!, OIOKMPOBAHUS, KOUPOBaHUS, IPEIOCTaBICHH, PACIPOCTPaHEHN s
IEPCOHANBHBIX JAHHBIX, a TaKXe OT HHBIX HENpPaBOMEPHBIX NEHCTBUH B OTHOLIEHUHU
NEPCOHAIBHBIX NaHHBIX.

4.1.2. ObecneueHne 6€30MIaCHOCTH TIEPCOHAIBHBIX JAHHBIX JOCTUIACTCA, B YaCTHOCTHU:

— OIpelNeNneHueM yrpo3 OE30IIaCHOCTH MEPCOHATNBHBIX MOaHHBIX MpH #ux 00paboTke B
HHOQOPMAIMOHHEIX CUCTEMAaX IePCOHATBHBIX JaHHBIX;

— INPUMEHEHHEM OpraHU3AIMOHHBIX M TEXHHUYECKHX MEP MO OOECHeYeHHI0 Oe30macHOCTH
[IEPCOHATIbHBIX JAHHBIX IIpM UX 00paboTke B HMHGOPMAIMOHHBIX CHCTEMaX [EPCOHANBHBIX
J@HHBIX, HeOOXOAUMBIX AJIS BEIIIOTIHEHUS TpeOOBaHUY K 3aIIUTE IEPCOHATBHEIX JaHHbIX;

— IPUMEHEHWEM IMPOLIENMX B YCTAHOBICHHOM HOPSOKE NPOLENyPy OIEHKHA COOTBETCTBHUS
CPENCTB 3aIlUThI HHQOPMAIIHY;

— OUCHKON > )EKTUBHOCTH NIPUHUMAEMBIX MEp [0 0beceueH o 6e30MacHOCTH IEPCOHATBHBIX
IDaHHBIX 0 BBOJA B SKCIUTyaTalMIO HHQOPMaLHOHHOM CHCTEMBI IEPCOHANBHEIX AaHHBIX

— YYE€TOM MalllMHHLIX HOCHTEIEH IEePCOHAIIBHBIX NaHHBIX;

- O6Hap}’)i(eHH6M (i)aKTOB HECaHKIMOHUPOBaHHOI0 OOCTYIa X IEPCOHAIBHBIM IOaHHBIM U
IIPDHHATHUEM MED,;

— BOCCTAaHOBJICHHUEM TII€PCOHAJIBHBIX [aHHBIX, MO,HH(I)HHHpOBaHHBTX UJIH YHHUYTOXCHHBIX
BCJICOCTBHE HECAHKIIMOHUPOBAHHOI'O JOCTYIIA K HUM; -

— YCTaHOBJICHHWEM [paBHJ MHOCTYIAa K [EPCOHAIbHBIM HaHHBIM, O00pabaThiBaeMBIM B
MHQOPMALHOHHON CHCTEME MEPCOHANbHBIX NAHHBIX, a TakXke OOecTedeHHeM PEerdHCTPallid K
Y4€Ta BCEX NCHCTBHUH, COBEPIIAEMBIX C IIEPCOHANBHBIMY JaHHBIMU B HH(GOPMAIHOHHON CHCTEME
NIEPCOHAIBHBIX JaHHBIX;

— KOHTpPOJIEM 3a IMPpUHUMACMBIMH MEpaMH IO obecnieueHno 6e30TaCHOCTH IICPCOHAIBHBIX
JaHHBIX M YPOBHSA 3aIUMIIEHHOCTH HH(bOpMaHHOHHBIX CHCTEM NIEPCOHAJIBHEBIX JaHHBIX.

4.1.3. st nene#t [MonoskeHus Moa yrpo3amyu 6e30MacHOCTH EPCOHATBHBIX JAaHHLIX TOHAMAETCS
COBOKYIIHOCTP YCJIOBUH K (DAKTOPOB, CO3MAFOUIMX ONACHOCTh HECAHKIMOHHPOBAHHOTO, B TOM
HHCIIE CITy4alHOIO, HOCTYNa K NEPCOHAIbHEIM JaHHBIM, PE3yNbTAaTOM KOTOPOTO MOTYT CTAaTh
YHUYTOXEHHE, U3MCHCHHE, OJOKUPOBAHUE, KONMPOBAHHE, [IPENOCTABIEHUE, PACIPOCTPAHEHHE
NEPCOHAbHBIX MNAHHBIX, & TaKKe HHBIE HENPaBOMEPHBIE NEHCTBUA Npu HX 00paboTKe B
WHQOPMAMOHHOM  CHCTEME IMEPCOHANBHBIX NaHHBIX. I[lox YPOBHEM  3aAlIUINECHHOCTHU
[ICPCOHATBHBIX ~ NAHHBIX TIOHMMAeTCs KOMIUIEKCHBIM  IIOKa3aTeNlb, XapaKTEePH3YIOLIWH
TpeOOBaHNs, HCTIONHEHHE KOTOPBIX OOECIEYHBAET HEHTPATH3AIMIO OTIPENEIEHHEIX YIPO3
0e301IaCHOCTH TNEPCOHATBHBIX [NAHHBIX TpH HX 00paboTke B UHQOPMALIMOHHON CHCTEME
NIEPCOHAIBHBIX NaHHBIX.

4.2. 3amunraemMele CBEICHUS O CyOheKTe NEPCOHATBHBIX IAHHBIX.

K 3alIuIaeMbIM CBENEHUSIM O CY6B€KT€ [IEPCOHAIBHEBIX NAaHHBIX Ha CaiiTe oTHOCHTCS JaHHBIE,
[IO3BOJIAOIIIUE HﬂCHTHCbHHHpOBaTB CYGBCKT IIEPCOHAIBHBIX JNAHHBIX W/ UK IIOJIYYUTE O HEM
HOOIIOJTHUTEIIbHBIE CBEACHUS, OpeayCMOTPCHHEBIC 3aKOHONATEILCTBOM H [JONOKEHUEM.



4.3. 3amumaeMble 0OBEKTHI IEPCOHATBHBIX JaHHBIX.
4.3.1. K 3ammmaeMbiM 06bEKTaM [MEPCOHAIBHBIX JaHHBIX Ha CalTe OTHOCATC:

— 0OBEexThl MHOOpPMATH3AIWU U TEXHHYECKHE CpEICTBA ABTOMATH3UPOBAHHOA 00paboTKH
rH(GOpMaIMH, COIepKalIell IepCoHAbHbIE NaHHBIC;

— uHbOpMaHOHHbIE pecypchl (6a3pl NaHHBIX, (Qaiisl W Ap.), COACPXAIMC uHpOpMaLK 00
HHPOPMAIMOHHO-TEIEKOMMYHUKAIOHHBIX CUCTEMaX, B KOTOPBIX IUPKYJIHUPYIOT EPCOHATLHDIC
JAHHBIE, O COBBITHSX, [POM3OMIEIIINX C YIPaBIseMbIMH OOBEKTAMH, O IUIaHax O0OeCHeHdeHUs
BecriepeGoiiHOM paboTh! U MpOLELypax Nepexo/ia K yIpaBIeHHUIO B aBapUAHBIX PEKUAMAX;

— KaHaIbl CBA3M, KOTOpbIE WCIIONB3YIOTCA [UIA Iepenadd IEePCOHANPHBIX NaHHBIX B BHIC
¥HGOPMATHBHBIX IEKTPHUECKUX CHUIHANOB U U3NUESCKUX MOJIEH;

— OTYyXIaeMble HOCUTENH HH(OPMALMY Ha MarHUTHON, MArHUTHO-OITAYECKON X HHOH OCHOBE,
npuMeHsieMble Ui 00pabOTKH IEPCOHANBHBIX NaHHBIX.

4.3.2. Texunonoruyeckas uHGopmanus 00 HHOOPMaUUOHHEIX CHCTEMAaxX MU 3JEMEHTax CHCTEMBI
3ALUTH] IEPCOHATBHBIX TaHHEIX, OIIeXKaIas 3alliTe, BKIIOYaeT:

— CBEIEHHA O CHCTEME YIpaBleHus AOCTYIOM Ha OOBEKThl WH(OpMATHU3AlUM, Ha KOTOPHIX
ocyIecTrisieTcst 00paboTKa NEPCOHATBHBIX TaHHbBIX;

— ympapasiromas uHbopMmarnus (KOHQUIypalMOHHBIE (aiibl, TabIuIbl MapIIpyTH3alHH,
HACTPOMKY CUCTEMBI 3aIlIUTH] U IIP.);

—  TexHoyorMyeckas uHGOpManus CpeACTB  HOCTyla K  CHCTeMaM  YIPaBICHHA
(ayTeHTHOUKALMOHHAS HHPOPMALIKS, KIFOYX U aTPHOYTHI JOCTYIIA U Jp.);

— XapaKTEepUCTHKH KaHalIOB CBs3H, KOTOPLIC HCIIOIB3YIOTCA MJIA nepenadn IEepCOHAIBHBIX
JAaHHBIX B BHIE HH(I)OpMaTI/IBHbIX SJICKTPUYECKUX CUTHAJIOB U (1)H3I/I‘I€CKI/IX TIOJIEH;

— uHbopMaIMs O CpEenCTBaX 3allWThl IEePCOHANBHBIX NAHHBIX, HX COCTAaBE U CTPYKTYPE,
NPUHIMNIAX ¥ TEXHUUECKUX PEIISHUSIX 3aIlUTHI; '

— cnyxeOHble naHHble (METaNaHHbIe) TOSBIIIOMKUEcs IpyU paboTe IPOrpaMMHOIO O0ECIIEYEHN,
COOOIIEHHH ¥ IIPOTOKOJIOB MEXKCETEBOrO B3aMMOIEHCTBUS, B pe3yjibTare 00paboTKH
[IepCOHANBHBIX JAHHBIX.

4.4, TpeboBaHHUS K CUCTEME 3ALIUTE] IEPCOHANBHBIX JaHHBIX.

CucremMa 3alIMThl IIEPCOHANBHBIX [JAHHBIX JOJDKHA COOTBETCTBOBAaTh  TPeOOBAHUAM
nocranosnenus [IpaButensctBa P® ot 1 mHosbps 2012 r. Ne 1119 «O6 yTBEpX,IeHHH
TpeGOBaHMM K 3alllUTe [IEPCOHANLHBIX MNAHHBIX Ipu uX 00padoTke B HHOOPMAIMOHHBIX
CHCTEMAaX IEPCOHATBHBIX JaHHBIXY.

4.4.1. Cucrema 3alIUTHI IEPCOHANBHBIX JaHHBIX JTOJDKHA 0DeCIIeunBaTh:

— CBOEBpEMEHHOE OOHapyXeHHe U IpefOoTBpalllcHHE HECAHKIIMOHWPOBAHHOIO JOCTyNa K
IIEPCOHANIPHBIM OaHHBIM ¥ (WIM) IIepefaddl MX JHIlaM, HE HMEIOIIMM IIpaBa AOCTYIa K TaKoh
uHpOpMaIH;

— HeNONyIIEeHHEe BO3MEHCTBHS Ha TEXHHYECKHE CPEICTBA aBTOMATH3UPOBaHHON 00paboTku
NEePCOHANBHBIX  JAaHHBIX, B  pe3ydbTaTeé KOTOPOrO MOXKET OBITH HapylIEHO  HX
(QYHKLHOHHPOBAHUE;

- BO3MOXXHOCTB HE3aMCIJIUTEIIBHOT O BOCCTAQHOBJICHHU A IEPCOHATIBHBIX JaHHBIX,
MOIIH(i)HHI/IpOBaHHBIX HJITA YHUYTOXCHHBIX BCJIICACTBUEC HECAHKIIMOHUPOBAHHOI'O AOCTYIIA K HUM,

— IMOCTOSHHBIN KOHTPOJIb 38 obecmeyenneM YPOBHA 3aINIICHHOCTH IIEPCOHATIBHBIX OaHHBIX.

4.4.2. CpenctBa 3alluTel HHGOPMALUH, IPUMEHIEMEIE B UHOOPMAIMOHHEIX CUCTEMaX, HOJDKHBI
B YCTAHOBJIEHHOM MOPSIAKE IPOXOAUTD MPOLEYPY OLIEHKHA COOTBETCTBHA.



4.5. MeTompl ¥ criocoObl 3aIiThl MHGOPMANHA B HHPOPMALMOHHBIX CHCTEMAX IEPCOHATILHBIX
I@HHBIX.

4.5.1. MeToms! i CroCO6H! 3aIMTE! HHGOPMAIUy B HHPOPMALIMOHHBIX CHCTEMaX NEPCOHATIBHBIX
JaHHBIX OnepaTopa JIOJIKHBI COOTBETCTBOBATHL Tp€6OBaHI/IHMI

— mpuxasa DCTIK PO ot 18 despans 2013 r. Ne 21 «O6 yrepiKAcHAH CocTapa U cOnEpKaHUA
OpraHU3aNHOHHbBIX U TEXHHYECKHX Mep IO ofecredeHuIo 0e30IacHOCTH [IEPCOHANBHBIX NaHHBIX
Ipu ux 06paboTke B HHOPMAIMOHHBIX CUCTEMAX IEPCOHATPHBIX NAHHBIX)]

— npuxaza ®CB Poccun ot 10 wrogist 2014 1. Ne 378 «O6 yreepxxnerun CocTaBa ¥ COACPKAHHUA
OpraHM3aIMOHHbIX U TEXHHYECKHUX Mep N0 00ecnedeH o 0e30IaCHOCTH NEPCOHAIbHBIX NAHHBIX
mpH uX 06paboTke B MHGMOPMAMOHHEIX CUCTEMAX IIEPCOHATBHBIX NAHHBIX C UCIIOIB30BAHHEM
CpEeNCTB KpHUITOrpadudeckodl 3amuTel HHQOPMALWH, HEOOXOIMMBIX JUIS  BBIIOJIHEHHA
YCTaHOBJEGHHBIX IlpaBuTenscTBOM —Poccmifckoit @emepauuu TpeOOBaHME K 3alHTE
NePCOHANBHBIX JaHHBIX s KaXIOro U3 ypoBHEH 3aNIMINEHHOCTHY (B CIyHae ONPENCICHHs
OmepaTtopoM  HEOOXOMMMOCTH — KCIIONB30BAHHS  CPENCTB  KPHUITOrPaQU4YecKOH — 3alluThl
pHGbOpPMAIUHU 171 0becredeH s 6€30acHOCTH IEPCOHANBHBIX JaHHbIX).

4.52. OCHOBHBIMM METOJaMH M CIOOCOOaMH 3allUTBl KHHOGOpMAaIuK B HH(OPMAIMOHHBIX
cHCTeMax IIepCOHANBHBIX JAaHHBIX Ilomb3oBaTeliedl SBISIOTCS METOABI M CIIOCOOBI 3alATHI
uHbOpPMaLKK OT HECAHKLIHOHUPOBAHHOIO, B TOM YUCIE CIY4aiHOro, OCTyna K NEPCOHANBHBIM
JAHHBIM, DPe3yJbTaTOM KOTOPOTO MOXET CTaTh YHHYTOXKEHHE, H3MEHEHUEe, OJIOKUpOBaHHUE,
KOITMPOBaHUE, pacIpOCTpaHeHHE IIEPCOHATBHBIX JaHHBIX, a TaKxe UHBIX
HeCaHKIMOHKNPOBAHHEIX AEHCTBHH (aee — METOMBI U CriocoOH! 3a1muTel nHpopmanun oT HC).

453. Beibop u peamu3auyMs MeETONOB W CrmocoboB 3ammtel uHbopManuu Ha Caite
OCYINECTBISETCS B COOTBETCTBHYM C PEKOMEHIAUUSMH DPEryIITOpOB B OONAcTH 3aIlUTEI
naopmanun — PCTIK Poccun u @CH Poceun, ¢ ygetom onpenernsemerx Onepatopom yrpos
$e30MacHOCTH MEPCOHANBHBIX JAHHBIX (MOZENM Yrpo3) ¥ B 3aBUCHMOCTH OT KJjacca
HHQOPMAIIMOHHON CHCTEMBL.

4.5.4. BeibpaHHBle W pealn30BaHHBIE METOABI M CIOco0b! 3amuThl MHbopManuu Ha Calite
JOJDKHBEI 00eCIeunBaTh HERTPATH3ANMIO IPEAIIONIaraéMbIX yIpo3 O€30IaCHOCTH [IE€PCOHABHBIX
JNAHHBIX [IpH UX 00paboTKe.

4.6. Meps! 32y Th! “HGOPMALINH, COCTABIIAIOLIEN IEPCOHANIBHEIE NaHHEIE.

4.6.1. Mepel mo oxpaHe 0a3 OaHHBIX, COIEPXKAIUX [EPCOHAIBHBIC HaHHEIC, IIPHHUMaeMBIC
OnepaTopoM, DODKHBI BKIIOYaATE B ce04:

— ONIPEACIICHUE NIEPETIHA I/IHCI)OpMaLIHH, COCTaBJISIOILEH NEPCOHATIBHBIE JaHHBIE]

— OrpaHWYeHHe JOCTyna K WHGOpPMALHUU, COoAepXkalled MepCoHaNpHBIE [NaHHBIE, IIYTEM
YCTaHOBJICHHUS MOpsAaKa oOpalleHus ¢ 3ToH HH(popManued ¥ KOHTPOJIA 32 COOIFOIEHHEM TaKOro
TIOpsLIKa.

4.6.2. Mepsl 10 OxpaHe KOHQUICHIWANLHOCTH WHGOpPMAIUM IIPU3HAIOTCA pa3yMHO
JOCTAaTOYHBIMH, €CIITH:

— HCKJIOYaeTCsl JNOCTYI K IIEpCOHANBHBIM JaHHBIM JIIOOBIX TPETBHX JIMIl 0€3 COracus
Onepatopa;

— ofecriedynBaeTCs BO3MOYXKHOCTH MCIIONB30BAHUS I/IHQ)OpMaHHI/I, conepmamei TIIEPCOHAIIBHEIC
JaHHBIC, 6e3 HapyIIEHHUA 3aKOHOOATENBCTBA O IEPCOHATIBHBIX JaHHBIX]

— npu pabote ¢ Ilonp3oBareneM yCcTaHaBIUBACTCS Takoi mopsmox medcteuiét Omeparopa, IpH
KOTOpOM OOECIEYMBAaeTCs COXPAaHHOCTh CBENEHUM, COAEpIKAIlUX IIepCOHANbHbIE ITaHHBIE
[Tonb3oBarens.



4.6.3. IlepcoHanpHble NaHHBIE HE MOIYT OBITh HCIONB30BAHBI B LEJAX, NPOTHBOPEHAIIMX
TpeGoBarvaM  (DefepalbHOTO  3aKOHA,  3allMTBl  OCHOB  KOHCTHTYIHOHHOTO  CTDOS,
HPABCTBEHHOCTH, 3I0POBbS, [IPAB U 3aKOHHBIX MHTEPECOB APYTHX JHL, 00ecrieueH s 000pOHE!
CTpaHbl ¥ 0€30IacHOCTH roCyIapCTBa.

4.7. OTBETCTBEHHOCTD.

4.7.1. Bece corpymuuku Ormneparopa, OCYLIECTBILAIOIKE 00paboTKy MEepCOHANBHBIX NAHHBIX,
00s3aHBl XPaHUTH TAHy O CBEICHUSX, COIEpKAIIUX [IEPCOHANBHBIE NaHHBIE, B COOTBETCTBUH C
[TonoxenweM, TpeGOBaHUSIME 3aKOHOaTeIbCTBa PO.

4.7.2. Jluia, BHHOBHBIE B HapylleHUH TpeOoBaHuM [lomo)KeHHs, HECYT MPENYCMOTPEHHYIO
3aKOHONaTeIbCTBOM P® OTBETCTBEHHOCTb.

4.7.3. OTBETCTBEHHOCTh 32 COOJIIOEHUE DEXUMa MEPCOHAIBHBIX HAHHBIX 10 OTHOIUCHUIO K
[IEpCOHANBLHBIM JaHHBIM, HaxomsmmMcs B Oaszax naHHbIX CaliTa, HECYT OTBETCTBEHHBIE 32
06paboTKy NEepCOHANIBHBIX JaHHBIX.

5. 3aKIIOYHTENbHEIE TTOJOXKEHHS

5.1. B ciayuae w3MeHeHHS NEHCTBYIOIIEro 3aKoHOMaTenbCcTBa PO, BHECCHHUS H3MEHEHMH B
HOPMATHUBHBIE [JOKYMEHTHEI [0 3allliTe [epCOHANBHBIX MaHHBIX HacToswee llomoxxkeHue
IEeHCTBYET B 4UaCTH, He IIPOTUBOpeyalel NeHCTBYIOIIEMY 3aKOHONATENbCTBY 10 IPUBENEHMS €I0
B COOTBETCTBUE C TAKUMHU.

5.2. VYcnoBus Hacrosuiero I[lonoeHUS YCTaHABIMBAIOTCS, U3IMEHSIOTCS U OTMEHSIOTCS
OmepaTtopoM B OZHOCTOPOHHEM IIOpPSOKE O€3 MpeNBapUTENLHOTO yBemoMieHus [lomp3oBarens.
C momeHTa pa3mewieHuss Ha Calite HOBOM penmaxiuu [1oNOXKeHWs OpPEHbIAyINAs PEeNAKIUI
CUMTAETCs YTPAaTHUBIIEH CBOIO CHIIYy. B cilydae CymecTBEHHOIO U3MEHEHUS YCIOBHM HACTOSIIIETO
Cornamenus Omnepatop usBewaer o6 atom [lomp3oBarenedt myreM pasmernenus Ha Caifte
COOTBETCTBYIOLLETO COODIIECHUS.

5.3. Ecnu Tlonb3oBarenb He COrjaceH ¢ YCIOBHSIMH HaCTOSLIETO ITONOMKEHHS, TO OH IOJDKEH
HEMENJIEHHO yOalluTh CBOM mpoduns ¢ CaiiTa, B IPOTHBHOM ClIy4Yae IIPOJOJIKEHUE
ucnone3oBaHua [lons3oparenem Cafita o3HauaeT, 4To [10B30BaTENs COIVIACEH C YCIOBHUSIMH
HacTosmero [Tonoxesus.



